USER SESSIONS ULSRV1

Protected Arianna BAKER 1 WKS058 Open Workstation 6/
@ Unprotected Aaliyah CAMPE 1 i@- DEVSERVER Open 1 6/5/2019
I ,;} :, 10.1.1.19/DAVIS Open Wi-Fi / VPN

Risk Ava DAVIS 2 5/24/20
; WSO8 Locked Workstation

orotected J—— , % APPSERVERD1... Locked TE|‘mfnaI F
am APPSERVERD3... Locked Terminal
Protected Audrey EVAMNS 1 WKSO71 Open Workstation
Mew Alexis HILL 1 |+ WEKS050 Open Workstation
Protected Aubrey SCOTT 1 WEKS075 Locked Workstation

Inactive Aiden STEWART 1 WKS007 Open Workstation

Protected Amelia TURNER WKS066 Locked Workstation




» UserLock provides enterprise-caliber access management
for on-premises & hybrid AD environments...

o UserLock
- ..that want a cost-effective, easy-to-use and scalable

OUR APPROACH solution...

+ ..to protect employee access to the corporate network
& cloud applications, no matter where they work.

EASY TO USE NON-DISRUPTIVE EASILY ADOPTED COST EFFECTIVE
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USERLOCK
REVIEWS

By IS Decisions
in Access Management

' 6 6. 6 & ¢
5.0 out of 5

"Best Real Time User Login Management System" Jan 19, 2022

Overall User Rating Product: UserLock

Overall Comment: "It was very easy to add two factor authentication for our in-house
AD users with this tool. This was a huge compliance requirement in our organization.

The real-time insight regarding user logons gives administrators the best way to

know if any unauthorized login is happening. Also with the help of limiting number of

sessions for the elevated users, this tool helps to manage secure elevated access. "

@@@®@@®@® Evaluation & Contracting ®@®®@®® Integration & Deployment

®@@®@@®@® Service & Support @®@@®@@®®@® Product Capabilities




SECURE ACTIVE DIRECTORY IDENTITIES WITH MFA

FOR A MINISTRY OF DEFENSE

8 Customer: Ministry of Defense

® Location: Europe

@ Challenge: Needed MFA to secure their Active Directory identities Licenses: 5,000
that was 100% offline.

@ Solution: IT administrators easily and quickly deployed MFA with Industry: Government
USB tokens from Token2 I
@ Result: UserlLock's MFA provides security for the ministry and

ensures they are NATO compliant



SECURE ACTIVE DIRECTORY IDENTITIES WITH MFA

FOR A LOCAL MUNICIPALITY

8 Customer: Local Municipality

® Location: United States

@ Challenge: Needed MFA to secure their Active Directory identities
including their police force that was often offline in the
: Industry: Local
field
Government
IT administrators easily and quickly deployed MFA with
@ Solution: | v o I
a mix of soft tokens USB tokens from YubiKey.
UserLock's MFA provides security for the ministry and
@ Result: . : y

ensures they are compliant



MONITOR USER ACCESS IN A DMZ ENVIRONMENT

FOR A SPECIAL FORCES UNIT

® customer:
® Location:

@ Challenge:

@ Solution:

® Result:

A special forces unit
United Arab Emirates

Monitor user access
in a DMZ environment.

UserlLock's development team was able to assist our
client in quickly deploying the solution in a
highly-secure DMZ environment.

For over 7 years, our client has turned to UserLock to
monitor logins and activity, protecting access to their
mission-ready DMZ environment.

I Licenses: 2,000

Industry: Military

& Defense I



COMPREHENSIVE ACTIVE DIRECTORY SECURITY

FOR A MINISTRY OF JUSTICE

$® Customer:
® Location:

© Challenge:

@ Solution:

& Result:

A Ministry of Justice
Middle East

Our client needed comprehensive Active Directory
security, including: auditing, monitoring, and limiting
access by time and access type.

UserLock allowed our client to meet strict security
requirements, and was easy to deploy and scale across
government employees.

For 5 years, UserLock has protected Active Directory
access, providing granular monitoring and access
restrictions, as well as audits and reports on user logins.

I Licenses: 7,000
Industry: Government I



REPORT ON USER LOGIN ACTIVITY

FOR A NATIONAL BANK

98 cCustomer:
® Location:

@ Challenge:

@ Solution:

® Result:

A national bank
Kuwait

Report on user login activity to satisfy Kuwait Central
Bank regulations.

UserLock real time reporting met Kuwait Central Bank's
requirements, and IT administrators quickly deployed
the solution across bank employees.

For 7 years, UserLock’'s monitoring and detailed
reporting capabilities have increased IT administrators’
visibility and assured compliance on reporting of user
login activity.

I Licenses: 4,000
Industry: Finance I



MONITOR USER LOGIN & LOGOFF TIMES

FOR A PRIVATE HOSPITAL NETWORK

8 Customer: A private hospital network

® Location: United Arab Emirates

@ Challenge: Our client needed to monitor user login and
logoff times to increase overall system security. Licenses: 200

@ Solution: With UserlLock, our client found a session management Industry: Healthcare
solution that was quick to deploy and easy to adopt I
for busy healthcare employees.

@ Result: UserLock has provided easy-to-use monitoring for over 5
years, increasing overall system security.



LIMIT CONCURRENT SESSIONS FOR NATO COMPLIANCE

FOR AEROSPACE & DEFENSE COMPANY

8 Customer: Turkish Aerospace Industries (TAI)

® Location:  Turkey I Licenses: 13,000

@ Challenge: Our client needed a solution to limit concurrent ndustrv: A
sessions to meet NATO requirements. naustry: Aerospace

& Defense
@ Solution: UserlLock allowed our client to meet strict NATO

security requirements by allowing IT administrators to
restrict simultaneous sessions with granular controls.

® Result: UserlLock prevents concurrent sessions and ensures Read the case stud
NATO compliance.



https://www.isdecisions.com/products/userlock/case-studies/aerospace-manage-user-network-access.htm

SELECTIVELY LIMIT CONCURRENT LOGINS

FOR AJUSTICE DEPARTMENT OF THE UNITED STATES

® cCustomer:
® Location:
© Challenge:

@ Solution:

® Result:

Justice Department
United States
Client needed to be NIST compliant

UserLock allows IT administrators to limit or allow
concurrent logins based on specific requirements, like
time and workstation.

UserlLock allows granular control over concurrent
logins, both on-site and remotely, improving overall
security.

I Licenses: 30,000
Industry: Government I



SECURE ACTIVE DIRECTORY IDENTITIES WITH MFA

FOR AN INVESTMENT FIRM

® customer:
® Location:

@ Challenge:

@ Solution:

® Result:

An investment firm
Kuwait

Our client was looking for MFA to secure their Active
Directory identities.

IT administrators easily and quickly deployed MFA,
using granular restrictions to minimize the impact on
employee productivity.

UserLock's MFA prevents network and data breaches
for the highly-regulated investment firm.

I Industry: Finance

-






IS Dec1sions

www.isdecisions.com info@isdecisions.com



